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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this
presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided
without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a
particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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Massive Modifications have pushed many ERP
customers past the point of no return

Sins of past ERP implementations
— Potentially only 20% of existing modifications might be used

— Almost impossible to identify the 80% of never/not any more used
modifications

—90% of the costs of a typical system arise in the maintenance
phase
source: The Mythical Man-Month,

— Probable risks of hidden dependencies of unused modifications
lead to
o Extended life spans for modifications
o Long running, time-consuming test phases during upgrades

— Resulting in:
o Falling behind on upgrades and EHP implementations

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

Massively modified systems have
~ become unsustainable to the point
where IT spends 80% of their

8 resources on

- keeping the lights on



https://en.wikipedia.org/wiki/The_Mythical_Man-Month
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Extend S/4 HANA with SAP Cloud Platform =%
“...Bring Agility to the Intelligent Enterprise and create a clean S/4”

ing
On-Premise Apps| AGILITY Digital Apps

Integrate
Apps, Data, and Processes

Mode 1 Mode 2 Business Outcome
ERP
R/3, ECC EX-App Bring agility to the digital enterprise
decoupled ide-bv-sid _

S/AHANA Side-py-siae Decoupling your custom development for

Use cases OLTP w S/4AHANA SDK and
S/4HANA Cloud SAP°Cloud Platform OLAP using agile data marts
Private option Mobilize your enterprise

Accelerate digital adoption with mobility
S/4AHANA Cloud ® Deploy mobile apps with Apple and
_ ) extension . ,
Public Option e Android SDK’s |
e Boost the digital transformation
o ’ _ Machine Learning, Al

> [~ —&8 W "bemetes Blockchain, loT
i -— e " L F /¥ Istio API| & Microservice
L R B .
Release/lnnonit:on Landscape CyCIe ) G Kna‘tlve o Gardener
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SCP Mobile Card Kit (Video)
SAP Cloud Platform Mobile Service

1 Bridge x|l My Inbu x = ESPM %/l Procuemant Overview x
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 Secure | hetps:/Mprwc-08 798803 dispatcher hana.on

Reserved by You
Release of contract 4800016978

Workiow-Syste Mediur

Release of contract 4600018977

Relsase of contract 4600016976

Release of contract 460007

Piease release purchase order

4500

3217

Please releasa purchase order
45( 3218

elease purchase order

043215

People and Data

Extend ! Build
Cloudand < BUSINESS Differentiating
On-Premise Apps _AGILITY Digital Apps
Integrate
Apps, Data, and Processes
'{ uf Procuwsment Overview x Lochre
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Introducing SAP Mobile Card kit — a feature of Mobile Services

With Mobile Services customers have access to a microapp
platform to publish data into a consumer grade, “wallet” or --
“passbook” style app

Corporate Discounts

 Creates cards that work across 10S, Android and

WeChat My To Do List
« Targets simple 1-2 screen apps & lean workflows. (B e
* Plug-in for SAP Fiori Launchpad

- Simplifies app management with content updates & e
handled automatically e

* Pre-built cards for SAP SuccessFactors, SAP Ariba and
other scenarios

@ My Time Sheets Mya Cooper

2\ Company Management
22/ 22 hours ago » 135 views

10071528 00010

Accept

10071528 00010

Accept

Reject
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Introducing the SAP Mobile Cards app
Provides instant content, context, and availability

Example Use Cases:

Simple approvals - purchase orders, leave requests, deal phi = T

appr0Va| Purchase Requisition e Purchase Requisition
Requisition release 10073209 00010

Company news & alerts, facility information, sales Wr-BATCH

promotions VEDIUM

Status
RESERVED

KPIs like charts, inventory levels, order exceptions

Processor

PURCHMANAGER

My timesheets, vacation accrued, pay slip details

Availability

Purchase Requisitio 0010073209 Accept
Item No 00010
Material
Quantity 5.000 Reject
Unit EA
Delivery Date 03/28/2018

Share

Show Related Cards

Cancel
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e $ 0909090
SAP Cloud Platform Mobile Services architecture

SAP Mobile Cards App

(iI0S, Android, WeChat)

SAP Cloud Platform Mobile Services

Developer
SAP Mobile
System Cards service

Administrator

Push Service

(o)

Any Cloud JSON
API Service SAP Cloud
(e.g. Ariba, Connector
SuccessFactors)

(o)

Any Cloud

SAP Fiori Front

End Server LSI0AlE

Service

SAP Gateway
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-
SAP Mobile Cards (Demo)
Custom card creation with simplified development

Unlock content from any REST service returning JSON
in just a few steps:

|dentify your JISON REST service.

Provide our admin a sample dataset response
In our HTML editor design the look of the card.
In our Data Mapping tool map the fields with the
items to display in the card.

HwnNE

5. Deploy
= SAP Cloud Platform Mobil SAP Mobile Cards / SalesOrderCard
SalesOrderCard {é‘} SalesOrderCard
(o} e £ £ £ B0 BB B
m m @ Front Card Preview & Fiipto Back
SalesOrderld: | d SalesOrderid

Data Endpoint Definitions GetDaa + % Define Query URL - dCreatedAt v | MMiddyyyy
4 LifeCycleStatusName

id: | d.Customerid

ISampleServicesESPM.sve/SalesOrderHeadersSiop=383expand=1  Check

< |8

Amount

511.700 EUR
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Ul data protection masking for SAP S/4AHANA

SAP Concur
SAP Ariba
SAP Customer Experience

SAP SuccessFactors

Marketplace

SAP S/4AHANA

SAP HANA

®

SAP ldentity Management

SAP Cloud Platform
Identity Provisioning

Ul data protection masking
for SAP S/4AHANA

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

SAP Fieldglass

SAP

SAP Access Control

SAP Cloud Identity
Access Governance

101 Masking (classic |
Eolutions)

BW/4AHANA

i

SAP API Business Hub

Business services

Security
services

Mobile Ux

services

Integration
services

SAP HANA

SAP Single Sign-On

SAP Cloud Platform
Identity Authentication

services

Collaboration
services

Analytics
services

Machine learning loT
services services

SAP Vora

S3 « SWIFT « Hadoop

SAP NetWeaver
Application Server,
add-on for code
vulnerability analysis

I\

SAP Enterprise
Threat Detection

Ul data protection logging

for SAP S/4AHANA
| Ul logging (classical
I_solutions) ]
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Ul Data Security

® Ul Masking

*Ul Logging

(values in fields/columns) —
unless required for tasks

®* make data elements unavailable for data abuse
(opportunistic and targeted), on top of existing access
control / role & authorization setup

® sensitive values are masked per default, unmasking
requires explicit access rights (on top of existing
access control / role & authorization setup)

® auditable access trace configurable on field level

{7\” *“the speed limiter”

know how to react

® “screen perfect’ log — output & input with metadata
¢ alerting & analysis options

®*=» induce compliant behavior
*=>» identify & prove irregular data access

F'“the speed camera”

® awareness for data security (“human firewall’) — decrease inadvertent breaches
*® top-of-class protection measures build trust (employees, customers, and investors)

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER
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http://www.sap.com/assetdetail/2017/01/a4d972a3-a37c-0010-82c7-eda71af511fa.html
http://www.sap.com/assetdetail/2017/01/a4d972a3-a37c-0010-82c7-eda71af511fa.html

Ul Data Security

* UIL & UIM are non-modifying

— minimal application impact
* Ul Logging captures the data stream between SAP Ul and the backend system (input & output)

* Ul Masking achieves a data value masking before the system output

SAP Ul (user)

Request

SAP Backend System

Dynpro Processor

A
Resp

A
onse

Business Logic

Database Layer

v

Original Data

Masked Data |«

vy

Observed
data traffic

>
Apply masking rules
—
38
Asynchronous call of ? -

Log

Alerts

A

Temporary

log & filtering service

Log Analyzer

Log Storage
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.
Ul Masking

Change Basic Pay

Data masking: Ul layer on server side
e business and technical transactions

Ehwage type R wage type  [ili] Payments and dedu

»  Pers.No. 200031 Name Acl

Find by EE group 1 Active Pers.area CH(

v 88 Persc EE subgroup CB| Division manager .. Cost Center

%; Stat  [Ereeinseas to  [Ereessanes [ EFREFEL EL I[2& & JEL
Highly configurable A iiine [l e o
- what: onfield level (inside transactions) il - Rk
* how: pattern Data Browser: Table PAOOOS Select Entries 20 L TS [T Silohl
« who: role required for unmasked access CAHA PN ATEDR DD chockTabe.. o ISRMMIE NSRS B e
 dynamic determination of data access Ie il e
authorizations based on the data context
- reveal on demand, sensitive fields will only be C patvmma-Nowepad
unmasked after giving a reason/comment
« BADIs tointroduce additional logic T ———
: s
Aligned with SAP standard = no modifications - s R e 12,03 200
DIVGY  ANSA
Based on SAP NetWeaver releases 7.00 — 7.50 s o
81,25

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER 16



Ul Masking

1. Define fields to be masked, and rules 2. Register Authorized Users per Field

* Define which fields are Masked / Hide / Disabled * Intransaction PFCG, assign users to the Ul Masking
* Configure on field level how a field is displayed. Define authorization arole.
on digit base whether and how data are masked. * Users assigned to these roles will be able to see
Change View "Maintain Masking Configuration”: Details unmasked values for the applicable fields

% (NewEnties DD D B0 T ¢ &

Dialog Structure

Table Name PAO002
5 Maintain Masking

%% Field Name
Program an¢ reen

Field Det

Change Roles

2@ Other role | & |

= O- de Masking Pat | Maintain Masking Configuration
) General Detais Role /
Role " /UIM/PECG_ROLE =] Role ZKR_TAXID
Track Field Access C ways Track Regardless w:"_illa;\'"g v Description KR TAXID Role
| Masking Control Indicator Target System @ No destination

Field Is HR Relevant

€ Description ;| @ Menu . O Authorizationsm & Personalzation
Masking Approach

&Hook Point Approach B8] B[E] [¢][& selcon @ User comparison I

Conversion Exit Approach

User Assignments
Masking Pattern User ID IUser name IFrom = & lI I E
Position Masking Character(s) 4:6:453‘ Ted Sohn = —» 26.11.2011 31,12 9955 -
Set1 =
Set 2 =]
Set 3

Mask Override

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER
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Ul Masking

3. Result: data masking

Data is masked in GUI transaction
display for un-authorized users.

This also affects high-level “admin”
systemusers (in dynamic transactions,
e.g. SE11, SE12, SE16, SE16n) — unless
they are explicitly authorized for a field

Ul Masking also protects data during
download, export, and print

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

Change Basic Pay
Fwage type  EdWage type  [iii] Payments and dedu
»  Pers.No. 200031 Name Acl
Find by EE group 1| Active Pers.area —
=
v 88 Perst EE subgroup CB| Division manager .. Cost Center l \E"_”Tp’l‘ l E |4 |||®-:I d Eﬂ - @
nn
' UnH Cogtat = [eawwsnnann to  |rrrssrnsan B. PersMo. STy.|ObjID LI End Date Start Date RMo|  UtilLvl
. ULIS 10154 & EE S e e lnn DD
. UMUF S 10155 & s s e e e e ke ke ke ke EEE s 100,00 1
Sy tENELYPS . Ob 10270 & mmmmmmmia mmmmmmm i m 100.00
10271 & s e e e e e s g 100,00
10451 & Sk sk ek ek ok sk e ek 100,00
Data Browser: Table PA0008SelectEntries 20 10451 & s mE s 100,00
G @AM PN AFTR j 8 [i] Check Table... 10452 & sk s sk e ke sk sk e o ook o ok ook 100,00
10452 & mmmmmmmmiag mmmmmmtm s am 100,00
| e |
le,
MANDT | PERNR SUBTY|CBJPS| SERES| ENDDA BEGDA SEQNR AEDTM | e
i ] I pa0008.txt - Notepad
300 2.03)] B - -
300 o~y
300 5
2nn B
SuB 0BIPS  SPRPS DDA BEGDA SEQNR AEDTM  UNAME  HISTO ITXE
&  assassassx sszsssases
& 0 asassessae asxsasasas
1 GERSeie s
& 00 ateksssensr asesEERREE
: ) —_— . T PR T
PE SUBTY ENDDA BEGDA AEDTM DIVGV ANSA
) 0154 & ,:—] .................... 12.03.2002 86,67 wwe
3 10155 & TSR il 12.03.2002 173,6 *
0270 &, ["rarrasee 2.03.2002 86,65
0271 &  s==sssssss ssesssssaxs 2.03.2002 86,65 exxs
10451 & 14.03.2002 81,25
Hacaie.  lesessenise  riiaisniea P ——— Qa5e
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Ul Logging

* Logging based on roundtrips (frontend->server->frontend)

* filtering options to control log file size

* efficient analysis: log data organized with unique <name> —>value pairs
®* ondemand: detailed analysis of log file via Log Analyzer

* automated: integrated with ETD - usable as powerful data source

Change Basic Pay
Personnel No il Mame Christian Schubert
EE group 1| Active Pers.area DEOL| Personnel area DEO1
EE subgroup DU/ Salaried employees
e Tt
Start |_01.01.2013J to 31.12.993939 Chng |24.11.2016||EDEBALI
Payment type |0 Basic contract Object ID
Reason MNext increase
| Pay scale |"Further Information
Type 40| Metal Capacity Util. Level PER
Area 01| Baden-Wuerttemberg Vork hours/period 187, 40| Monthly
Group M3 Level Ann.salary EUR
transaction: PA30 & -
“ . . ,, ||W... Wage Type Long Text 0. Amount Curr... IL.. A.. Number/Unit Unit i
Maintain HR Data ,
MR10 Standard salary 1.802,00 EUR v
MA20 Standard bonus 153,40 EUR v
|nfotype 8 MR30 Standard bonus (%) EUR I [« Percent
“ . " [ P
Basic Pay
v [25.01.2017| - [31.12.9399] 4 | » | 1.755,40 |EOR

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

HEADER

GUID=BSF783586FB235349E10000000A608B83B
TIMESTAMP=25.01.2017 16:38:28

TRX_NAME=PA30-Maintain HR Master Data
USERNAME=KELLERTO

CLIENT_IP=10.66.6.234

LOG_CLIENT=200

SYSID=YPX

HOST_MAME=WDFHN33937027A

TECHNOLOGY=10

SUB_TECHNOLOGY=

TID=0000000040

MODNO=0000000000
SESSION_ID=000402555882FC3ED4F2697DE10000000AG0883B
CONTEXT_ID=000400005882FC3ED4F2697DE10000000A60883B

INPUT

SAP_SYSTEM=YPX

SAP_CLIENT=200

TITLE=Maintain HR Master Data

Function code that PAI triggered=MOD
PA30.SAPMP50A.1100.5APMP50A.1100.RPSOG-PERNR[0]=1
Function code that PAI triggered=MOD
PA30.SAPMP50A.1100.5APMP50A.0350.RPS0G-CHOIC[0]=8
PA30.SAPMP50A.1100.5APMP50A.0350.RPS0G-SUBTY[0]=
PA30.SAPMP50A.1100.5APMPS0A.0350.5UBTY_TEXT[0]=

QUTPUT

SAP_SYSTEM=YPX

SAP_CLIENT=200

TITLE=Module Pool for Infotype 0008 (Basic Pay)

PA30.MP0O00S00.1000.MPO00800.1000.[1]=Person

PA30.MP0O00S00.1000.MP0O00800.1000.[1]=Collective search help
PA30.MP0O00800.1000.MPO00B00.1000.[2]=Search Term

PA30.MP0O00800.1000.MPO008B00.1000.[31=Free search
PA30.MPODOB00.2000./1PAPAXK/HDR_20002A.0100.5_DG01_200A02_DAT_PO0O0O0D_PERNR[0]=1
PA30.MPO00S00.2000./1PAPAXX/HDR_200024.0100.5_DG02_200A02_DAT_P0001_ENAME[0]=Christian Schubert
PA30.MPO00800.2000./1PAPAXX/HDR_200024.0100.5_DG03_200A02_DAT_P0001_PERSGE[0]=1
PA30.MPO00800.2000./1PAPAXX/HDR_200024.0100.5_DG04_200A02_DTX_P0001_PERSG0]=Active
PA30.MP0O00S00.2000./1PAPAXX/HDR_20002A.0100.5_DG05_200A02_DAT_P0001_WERKS[0]=DEO1
PA30.MPO00S00.2000./1PAPAXX/HDR_20002A.0100.5_DG06_200A02_DTX_P0001_WERKS[0]=Personnel area DED
PA30.MPO00S00.2000./1PAPAXX/HDR_20002A.0100.5_DG07_200A02_DAT_P0001_PERSK[0]=DU
PA30.MPO00S00.2000./1PAPAXX/HDR_20002A.0100.5_DG0S_200A02_DTX_P0001_PERSK[0]=Salaried employees
PA30.MPO00S00.2000.MPO00800.2000.POD0S-BEGDA[0]=01.01.2013
PA30.MP0O00S00.2000.MPO00800.2000.POD0S-ENDDA[0]=31.12.9999
PA30.MPO00S00.2000.MPO00800.2000.POD08-AEDTM[0]=24.11.2016
PA30.MPO00800.2000.MPO00800.2000.PO00B-UNAME[0]=EDEBALI

PR30 MPOODB00 2000 MPO00E00 2000 RPSOM-SPRTX[0]=
PA30.MPD00800.2000.MPO00B00.2000.PO008-SUBTY[0]=0
PA30.MP000800.2000.MP000800.2000.TS915-5TEXT[D
PA30.MPO00800.2000.MPO00S00.2000.P0008-0BIPS[0]=
PA30.MPO00800.2000.MP000800.2000.POD08-PREAS[0]=
PA30.MP000800.2000.MPO00800.2000. TS30F-RTEXTL0]=
PA30.MP000800.2000.MPO00B00.2000.PO008-STVORT!

PAST.MPOTUSOT. 2000 MPOOTS0U. 2000 PODUS-TRFARLUT=SU
PA30.MPO00800.2000.MPO00800.2000. TS10A-TARTX[0]=Metal
PA30.MPO00800.2000.MPO00800.2000.PO008-BSGRD[0]=100,00
PA30.MPO00B00.2000.MPO0D080O0.2000. TS46T-ATEXT[0]=PER
PA30.MPO00800.2000.MPO00800.2000.PO00B-TRFGB[0]=01
PA30.MPO00800.2000.MPO00800.2000.T510G-TGBTX[0]=Baden-Wuerttemberg
PA30.MPO00800.2000.MPO00800.2000.PO008-DIVGY[0]=167,40
PA30.MPO00800.2000.MPO0O0800.2000.Q0008-ZTEXT[0]=Monthly
PA30.MPO00800.2000.MPO00800.2000.POO0S-TRFGRI0]=M3

PR MPOOOSI 2000 MPOT0B0 0 2000 PODDE-TRFSTL0]=
PA30.MPO00800.2000.MPO00800.0300.Q0008-LGART[1]=MALD
PA30.MPO00800.2000.MPO00800.0300.Q0008-LGTXT[1]=5tandard safary
PA30.MPO00800.2000.MPO00S00.0300.Q0008-0PKEN[1]=
PA30.MPO00800.2000.MPO00800.0300.Q0008-BETRG[1]=1.602,00
PA30.MP0O00S00.2000.MPO00B00.0300.00008-WAERS[1]=EUR
PA30.MPO00800.2000.MPO00S00.0300.Q0008-IBBEG[0]=25.01.2017
PA30.MPO00800.2000.MPO00800.0300.Q0008-IBEND[0]=31.12.9999
PA30.MPO00800.2000.MPO00S00.0300.Q0008-5UMBB[0]=1.755,40
PA30.MPO00800.2000.MPO00800.0300.PO00B-WAERS[0]=EUR
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Ul Logging

eae R em

[ <] «
splay Personal Data
A
[ (Y
Find by
~ 82 Person

+ (i) Colectve search help
- ) Search Term
* (Hh Free search

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

data

access

Title Title
Lastname  (Zhou Birth name
First name Adam Initials
Name prefix Ni:kname
TaTE-FOTTEN T

Additional data

Gender emale @ iale
Birth date 22.07.1980| Age 36 Birthplace

Ctry o.birth Stat.o.birth

Nationalty  [DE | Gemman Relgion

Mar.Status Since

No. chid. o Language key [EN|  Englsh

Display of Temporary Log Data
bzl

IZ—H\I"‘H"\ |3 ===

temporary log

EE=Em

EEmEm =D

Records of Table /LOGWIN/REC_INF (6)

. Transaction code

Client-Side TCode Current Function Code

< | 200 PA20 PAZ0
0 £ 200 P20 PA20
J8268E1 00001 I < | 200 PA20 PA20
DO58885840738268E10000 e < | 200 PA20 PAZ0
< |200]PA20 PA20
8358985640738268E10000000A4C82 26.01.2017 11:18:3 MVOSS 10.18.195.175 WDFN324078¢ 300 PA2 PAZD
5358885640738268E10000000A4C82. 26.01.2017 11:18:3 MVOSS 10.18.195.175 WDFN3240782
6258885840738268E1000000044C82  26.01.2017 11:18:3 IANAGER MVOSS 10.18.195.175 WDFN324078 Ji
7058885640738268E10000000A4C82, 26.01.2017 11:18:3 MVOSS 10.18.195.175 WDFN324078% [y (& | | =
D7567B5830247768E10000000A4C82 26.01.2017 11:11:4 MVOSS 10.18.195.175 WDFN3240782 (SI[&]Z) S B Je]
8057885840738268E10000000A4C82, 26.01.2017 11:11:3, Mvoss 10.18.105.175 wornz24078: | Attribute/Value pairs (33)
7757885840738268E10000000A4C82  26.01.2017 11:11:3 MVOSS 10.18.195.175 WDFN3240782 Index Parent Index Name of Logged Field Name Value
5557885840738268E1000000044C82 26.01.2017 11:11:2 IANAGER MVOSS 10.18.105.175 WDFN324078% o 0 PO002-BEGDA 22.07.1980
6357885840738268E10000000A4C82 26.01.2017 11:11:2 MVOSS 10.18.195.175 WDFN3240782 0 0 PO0O2-ENDDA 31.12.9999
0 0 PO00Z-AEDTM 13.05.2016
o 0 PO002-UNAME ZHOUTED
o 0 RPSOM-SPRTX
o 0 QOO02-ANREX e
0 0 POOO2-TITEL
o 0 POO0Z-NACHN Zhou
0 0_PO002-NAME2
o 0 PO00Z-VORNA Adam ]

Alerting Condition Editor
]

Edit Condition
Condition ID
Condition Name

MVOSS_COND
Alert Condition with MVO!

Common Fields
User Name
Validity
Logged Entity
Platform
Sub Technology
Cent

alerting
definition

Host Name in Log Record
Ciient 1P in Log

~/'sAP GUI | Web Service - RFC

=)
to 3|

Web Dynpro ABAP | BW | oData

Selection Parameters Block 1

Transaction Code 220 o
Program 0
Dynpro 202 [
Frame Program t
Frame Dynpro to
Field Name/Value PO002-VORNA | Adam (=) I

B Add Block

Delete Block

POO02-VORSW

mapping
& & wewknties [N EL © E [

Alerting Configuration: Conditions Overview Table

Alerting Condition 1D Name of Alerting Condition

[Mvoss_conn Alert Condition with MVOSS Category
MvOSS_TEST Alert Condition with standard Category
RED_ALERT Test for Condition editor

SEMPLE

Al Unread Search Current Mailbox (Ctr= P | Cument Maitbax
B[10)0 |FROM SUBJECT RECEIVED \d
4 Date: Today

i Voss, Martin Serious Alert for System XPX/200 when accessing personal d... Do 26.01.2017 11:20

Alert ID: #201717## Personal Information. of Adam is gettingdisplayed by MVOSS

€2 Reply G2 Reply All (3 Forward G5 1M
Voss, Martin Voss, Martin

Serious Alert for System XPX/200 when accessing personal data

ge was sent with High importance.

Personal Information of Adam is getting displayed by MVOSS

system id: XPX
clicat: 200
user id: MVOSS

email alert

system time: 12:45

system date: 26.01

transaction: PA20
client pc: 10.18.195.175
‘host name: WDFN32407858A

technology: 10

Tg pDiplay/Change & Fixed Recipients

its Via User Roles | Subscription Authorization

~ 5 Al Classffications
+ [ unciassiied
+ [ Alerts for Role of Manager
+ [ Alerts for f Plant- M

Bl Alert Category  Description of Alert Category

JIN_TEST_ALERT Test for Alerting Editor

+ [ Alerts for

definition

Message title

. message

for Alerting

jgering

Serious Alert for System XPX/200 when accessing personal data

(B

@ short Text (SMS, Pager) ./~ D Long Text (E-Mai, Fax) |

<(><<)>htmi>

<(><<)>head><(><<)>/head>

<(><<)>body>
<(><<)>p> Personal Information of BADAM_ENAME1S i getting displayed by SUSERNAM

<)>/p>

<(><<)>p>systemid: &SYSID&=(><<)>/p>
<(><<)>p>cient: &CLENTE<(><<)>/p>
<(><<)>p>user id: BUSERNAMES<(><<)>/p>
<(><<)>p>system time: &TIMER<(><<)>/p>
<(><<)>p>system date: SDATER<(><<)>/p><(><<)>/p>

Ea<(>

1
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Are impacted by master data quality issues

All lines of business

1T

Financials

CFO

Sales

(S)VP of Sales,
(S)VP of Marketing

AR
‘W’

Supply Chain

VP of Supply Chain,
VP of Planning

Inconsistent financial master data
across the enterprise

Manual efforts to update financial
master data in local financial
systems

Risk of non-compliance to IFRS,
SOX etc.

Slow group closes

Lack of transparency about
changes (who, what, when, why)

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

High master data maintenance
costs

Need for multiple systems to
manage master data in different
domains

Lack of flexibility in dynamic
business environments

Lack of consistent consolidated
view of customer data across
all channels

Customer transactions are
compromised due to a limited
view of the facts

Lack of transparency relating to
suppliers and products

High costs due to insufficient
supplier selection and
rationalization

Loss of potential for benefit
realization (i.e. discounts,
conditions, central contracts)

Limited availability of up-to-date
master data in my business
network
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SAP Master Data Governance

Integrated Object Model

Out-of-the box delivery of proven data models for operational and financial master data

Financials Material Supplier & Customer Enterprise Asset Mgmt. ** Retail & Fashion Mgmt. ***
Business Partner Attributes " % | — | | : |
GL Account* / < General Data & o Work Centers S | _Descriptions | | Units of Measure
Chart of Accounts g Descriptions Central Data Roles = 5 | Tox | [ Bill of Material |
- § Equipment Master =
c Cost Element*/ 2| Units of Measure Bank Details Identification n : : - L2 Textile Components
o Hierarchies © = Functional Location 3 ‘2 & Fiber Codes
© = uality Data Tax Numbers Industry Sectors A < K —
o i ; ; 0 Quality Y < Object Links and Networks > O Characteristics
= | Financial Reporting 0 » e . .
o . < : . @ Assignment & Variants
0 Structures: ) EAN, UPC Addresses with Usage and Versions 5 9
= P&L Statement % Classification Business Partner Relationships S = 2
S Cost Centor / s ) £ o Maintenance Items % < | Purchase Info Record |
o ost Center Document Lin ; : i =2 » 5 . .
= Hierarchies Supplier Attributes || Customer Attributes % § Measuring Points g | Purchasing Org / Vendor / Site |
o
[ S 9 ——
S Profit Center / < Sales Data General Data General Data x 0 Task Lists A | Stores | |D|str|but|on Cntrs.|
© Hierarchies 8 Plant Data Comp. Code Data S % : & | Lising || Layout Module |
o ' Service Master -
£ Internal Order 38 Comp. Code Data 2| Point of Sales | | Sales Org. Data |
5 .g Wa?;?w?gseeglsata Sales Area Data _ 2 | Assortment | |Season Assignmt.|
3 Company o u . ) ® | Header: Identifying and Quantity, h | Additionals | | Article Hierarch |
< - ) ) Purchasing Data Tax Indicators @ | validity Data, Material Data, Texts S y
Consolidation: Production Versian o8 2 | substitution | | Additional Texts |
ltem, Group & o Contract Account Attributes =y | Item: Detail, Quantity, Status, S [ Document Management System |
Hierarchies, Unit, S | Valuation, Costing, = MRP and Purchasing Data,
Break Down Category § Material Ledger General Data Partner-specific Data m | Text and Document Assignment ‘§ | Segmentation | | Seasons |
LL

* User interface integration between GL Account and Cost Element only supported in SAP MDG on SAP S/4HANA

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

*SAP MDG, enterprise asset mgmt extension by Utopia

*** SAP MDG, retail & fashion mgmt. extension by Utopia
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SAP Master Data Governance

[& Implementation Guide Edit Goto  Additional Information  Utilities(M)  System  Help m
& YdH @@ CHR Dhay BE @y

Data Model ——

t / Ed .t D t M d I % Y | Existing BC Sets & Sy [l Release Notes Change Log  Where Else Used
Create it Data Mode
~ Master Data Governance a

General Settings

NEN Allgemeine Einstellungen fir Financils
U I - B%  General Settings for Material

NEN General Settings for Supplier
2 Technical Settings for Master Data
~ Data Modeling
+ B @ Edit Data Model
- % @ Define Entity Type to Be Used by Business Object Type
« B &> Define Prefixes for Internal Key Assignment
% @ Define Authorization Relevance per Entity Type
« B &> Generste Data Model-specific Structures
3 Create and Edit Mappings
4 Extend Mappings

UI Modeling
[Es (&> Define Field Properties for UI
By & Edit UI Configuration
By (&> Define Print Forms for Single Processing
By (& assign Print Forms for Single Processing
4 Business Add-Ins
Data Quality and Search
Process Modeling
(E Create Edition Type
- ange Requests
Assign Processor to Workflow Step B bar s of Crangs oo
o @1 @v Create Business Activity

+ B & Create Change Request Type
b Form-based Change Reguests
« [2 & Define Priorities for Change Requests
+ 2 &> Define Reasons for Change Requests
= @g @ Define Rejection Reasons for Change Requests
« 2 &> Define Print Form for Change Reguests

Create / Edit Ul Configuration

Process Modeling
Create Business Activity (optional)
Create Change Request Type

Data Replication

f. I . . d | L4 Business Add-Ins

D R tion M T oo

e I n e e p ICa IO n O e E éol_l:@ctoi:;te Type Linkage
BE-RECAE
4 Rule-Based Workflow
= Other MDG Workflows

- [ @ Define Workflow Step Numbers
- [E @ Assign Processor to Workflow Step Mumber (Simple Workflow)
« 2 @b BAdI: Assign Processor to Workflow Step
- % @ Create Hierarchy Versions
Data Replication
% Overall Information
Define Custom Settings for Data Replication
(& Define Technical Settings for Business Systems
« [& &> Define Replication Models -
+ [B% & Define Business Obiect Settinas
© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER 24




Typical approaches to master data management
Central governance and distribution / de-central ownership and consolidation

LoB customer

SAP Master Data
Governance, consolidation

Consolidate master data into a single view
for accurate analytics and operational
insight (continuously or on request e.g. for
initial load or mergers & acquisitions)

—

Legacy systems

==EL]
ooo

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

LoB procurement LoB finance LoB PLM Other LoB

MWD MMWID>> MWDID>> M D D>

Systems under central governance

SAP Master Data Governance,
central governance

Create master data in-line with
business processes (e.g., integrated
product development, supplier
management)

/*/\

Systems not under central governance

e

Reporting and analytics Business networks Cloud
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Change Request For Material Creation
Conditional Based Workflow approval process (Based on Material Type)

Predefined User (Role) Component
Claire Requester
Diana Approver

Bob Approver

Mike Final Approver

: 1** Level 2™ Level
Material Type Requester Approver Approwver
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Change Request For Material Creation (Video)
Conditional Based Workflow approval process (Based on Material Type)

@ ciec3.wdf.sap.corp:50080/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

Material: New $1213 Side Panel
& save || submit ¥ cancel | Edit Expand all || Collapse all | check Assignment Block: v &l | D
-~
v Change Request Edit
Notes Attachments
General Data Process Data
Change Request ID: 39563 Status: Changes to Be Executed
* Description: Create Material-Based on Mat Type(10216) (Claire Thomas ) R Current Workitem New Change Request
Priority: Medium Priority v Created On/By 28.12.2018 02:23:40 Claire Thomas
Due Date 30.12.2018 m Type of Change Request ZMAT_CON
Reason: Customer Request v
- Basic Data Edit | Replication Status
General Data Grouping
* Material $1213 P External Material Group P
Base Unit of Measure () Product Hierarchy P 3
* Material Type @ Generic Item Group Category P
* Industry Sector: P Material Group Packaging Materials P
Material Group () Design Data
Old Material Number Lab/Office ()
Authorization Group Industry Standard Description:
Cross-Plant Material Status (m) [T] Basic Material (m
Batch Management No Production/Inspection Memo
Serialization Level - [—T‘ Serialization within the stock material number Page Format of Producno-n Memo v

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER
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© 2019 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE'’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/copyright for additional trademark information and notices.
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